USB-Hakonnuysau Kingston IronKey D500S 3 anapaTHUM WndpyBaHHAM

Ceptudikauisa (B npoueci) 3a FIPS 140-3 Level 3, anapaTtHe wndpyBaHHs XTS-AES 256-bit,
HadiMHUA UMHKOBUI KOPMYC

Halikpalwin y csoemy knaci USB dnew-Hakonunyysay Kingston IronKeyw D500S/SM 3abe3neuye dnarmMaHcbky 6e3neky
BIICbKOBOIO PiBHSI, 3aBAsikM sikiii [ronKey € HalHaAiMiHiWWM pilleHHsIM ans 36epiraHHs 4yTnmuBoi iHcdopmauii. Ceptudikauis 3a
ctaHgapToMm FIPS 140-3 Level 3 (ouikyeTbcs) Ta aeski BaockoHaneHHs Big NIST 3abe3neuytoTb BUCOKY 3aXMULLEHICTb MPUCTPOID
Bifl aTak, 10O € HEOOXIAHOM AN BUKOPUCTAHHS Y BiiCbKOBIM cdepi Ta ranysi Aep)aBHOro ynpasniHHs. LLUndpyBaHHS aaHnx
3ailicHI0eTbCs Ha D500S 6e3 xoaHUX cnifliB Ha XxocT-cucteMi. OkpiM anapaTHoro wudpyBaHHa XTS-AES 256-bit, npucTpii
TAKOX MA€E MiLIHUIA LUMHKOBUIA KOPMYC, SIKUI € BOLI,OHeI'IDOHVIKHVIM,l I'IVIJ'IO3aXVICHVIM,1 CTiikuM A0 yaapis i Bibpalili BignosigHo Ao
BiICbKOBWX CTaH,ClapTiBZ, 3aXVMLLEHMM Bil MEXaHIYHMX MOLWKOMKEHb, @ CreLiasibHe enoKCMAHE HanoOBHEHHS 3aXULLAE BHYTPILLHI
KOMMOHEHTU BiA NPOHNUKHEHHS.

IronKey D500S € BaxIMBUM €NeMEHTOM MepeAoBOl NpakTUKM 3axMCTy Bi BTpaTh aaHux (DLP) 3aBasiku 6e3npeLeneHTHin
6e3neLi BilICbKOBOro piBHS, sika 3abe3neyye BiAMOBiAHICTL BUMOraM 3aKOHIB i HOPMATVMBHUX aKTiB WOAO WU(PYBAHHS AaHMX,
Takux, sk CMMC, SOC2, NIS2, FISMA, GDPR, PIPEDA, HIPAA, HITECH, GLBA, SOX, a Takox CCPA Ta TAA. D500S moxe
MOXM3yBaTUCS LUMPLIMM (DYHKLLIOHANOM, aHix byab-ska iHWa MoAenb y Knaci, Wwo pobuTb oro Harkpalmm y ranysi 6e3nekosum
PiLLEHHSIM ANSl 3aXMCTY KOHMIAEHUINHMX AaHMX.

D500S npoBoAuTb CaMONepeBipKy MNif Yac 3aBaHTaXEHHS, a Y pasi BUSBIEHHS neperpiBy abo HeBiANOBIAHMX NOKAa3HMKIB
Hanpyr1 NpuUcTpi BigkntoyaeTbes. Hakonmyysay D500S MicTUTb NpoLwmMBKY 3 UMdPOBUM NiANMCOM, sika 3abe3neyye 3axucT Big,
aTak knacy BadUSB. ®yHkuig 3axucty napons Big atak Brute Force gonomarae 3anobirtu 3namy npucTpoto Wasxom nepebopy
naponis, a y pasi NepeBuLLEHHS MaKCUManbHOI KiflbKOCTi Crpo6 BBEAEHHS! Napons 3A4iMCHIOE KPUMTOOUULLEHHS AaHUX
Hakornu4yyBsaya.
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HakonunuyBau TakoX Mae onuito MeHemxkepa naponis Multi-Password, wo niaTpuMye ao Tpbox naponis: Admin (aamiHictpaTop),
User (kopucTyBay) Ta One-Time Recovery (oagHOpa30BuiA Naposib AN BiAHOBMEHHS). AAMIHICTPaTOp MOXe CKUHYTU Naposb
KOPWCTYBaya, a TakoX aKTMBYBaTV OAHOPA30BWI NapOsib A/ BiAHOBMIEHHS AOCTYMy Y pasi BTpaTVi Naposito KOpMcTyBaya.

D500S niaTpUMYE SIK TpaAULIMHUIA CKNaAHWIA Naposib, TaK | PeXUM «KoaoBa d)pa3a>>3. KopoBa ¢dpa3za moxe mictutum Big 10 o
128 cumBoniB. ®BP pekoMeHAyE BCTaHOBMOBATU KOAOBI bpasu, WO MiCTATb [eKinbka chiB i WwoHaliMeHLe 15 cumBonis
3aBOBXKM, OCKi/IbKM BOHUM € HaZilHILWMMK 3a ckiagHi naponi Ta ix neriwe sanam’sitatin”,

D500S Takox Mae nepluy B ranaysi Onuito ABOX NMPUXOBaHUX pO34iNis, WO AO3BOMSE aAMIHICTPATOPY CTBOPUTU ABA 3aXMULLEHUX
po34inn A0BINLHOrO po3Mipy Ans aAMiHiCTpaTopa Ta AN5 KOPUCTyBaya, 3aBAsKM YoMy 3a NOTpebu 3 NpMXOBaHOro CXoBMLUA
aiinis fo posainy KopuctyBaya MoxyTb nepepaBaTvcs dainu. MNpuxosaHe cxoBulle dainis 3abe3neyye 3axucT Ta NPUXOBYE
[aHi Npu BUKOPUCTaHHI HeHaZiliHMX cucTteM abo npwu CriflbHOMY BUKOPUCTAHHI HaKomM4yyBaya.

3a f0onoMOoroto crneuianbHOI KKYOBOI NOCNIAOBHOCTI aAMiHICTPaTOp MOXE BBECTU Naposib KPUNTOOUULLEHHS, WO npu3Beae Ao
KPUMTOOUMLLEHHS HAaKOMMYyBaya, 3HULLEHHS AaHUX Ha3aBXAW Ta CKMAAHHS HanawTyBaHb MPUCTPOIO Ans 3abe3neyeHHs
HEMOXJIMBOCTI HECaHKLIOHOBAHOro AOCTYNYy A0 AaHUX Y pasi 31amy.

Bci ekpaHu BBeAEHHS Maponsi MaloTb CUMBOJ «OKO», WO AA€ 3MOry NobaunTy BBEAEHU Naposib ANsl YHUKHEHHS] MOMWUIOK Nij
yac 1moro Habopy. Takox AOCTYMHa BipTyasibHa K/aBiaTypa aHrNilcbKoto MOBOIO" [N 3aXMCTY Mapons Bif KnasiaTypHUX
LUMUIYHIB | peecTpaTopiB eKkpaHa.

D500S Takox MiaTPMMYE [ABa PiBHI «peXUMy TiIbKM YNTaHHS» (3aXMCT Big 3anuncy). Sk aaMiHicTpaTop, Tak i KOPUCTYBa4y MOXYTb
BCTAHOBUTW PEXWM TiNIbKM YMTAHHS HA OAMH CEaHC AN 3aXMUCTy HakonuuyBaya Bif LKiANMBOro NporpaMHOro 3abesneyeHHs,
sKke MoXKe ByTW Ha HeHaZilHii cucTeMmi. AAMIHICTPaTOP TaKOX MOXXE BCTAHOBWUTU «MOCTIMHUI PEXMM TiflbKU UNTAHHSI», B
SIKOMY Hakonu4yyBay nepebyBae, AOKM Lie HanawTyBaHHS He byae 3HATO.

Bu Takox OTpUMYy€ETe LWBMAKICTb pob0TK 6€3 Wwkoan Ans 6e3nekn. HakonmyyBay MiCTUTb YHiKaNbHUIA 8-3HaUYHWI CepiHNiA
HOMep, LWO CNiBMNagac i3 HOMEpPOM, HAaHECEHUM Ha KOPIYyCi, i MA€ WTPUXKOZ, WO MOXHA CKaHyBaTW Npu BBEAEHHI MPUCTPOIO B
ekcnnyaTtauito abo oro ayamTi.

D500S mae 6araTo BapiaHTiB nepcoHanisadii, Bianosigae Bumoram TAA/CMMC Ta 36upaetbcs B CLUA.
Mopenb Managed

Mogpensb Kingston IronKey D500SM (M = Managed6) 3abe3nevye LeHTpanizoBaHe aAMiHICTPyBaHHS AOCTYNY A0 BENUKOI
KiNIbKOCTi HaKOMM4yBaYiB, O BUKOPUCTOBYIOTLCS Ha BEIMKUX MiANPUEMCTBaX abo B AepXKaBHMX YCTaHOBAX.

o CepTudikauis 3a ctaHaapToM FIPS 140-3 Level 3 — foka3 6e3mneku BiiCbKOBOMO PiBHS
e MOXNMBICTb BCTAHOBJIEHHSI CKNaAHOro naposito abo koaoBoi dpasn
e [lepwa B ranysi oniga ABOX NPUXOBaHWUX pO3A4iNis
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e MOX/IMBICTb KPUMTOOUMLLIEHHS HAaKOMMYyBaYa B pasi 3namy

e MilHWI UMHKOBUIA KOPMNYC, 3aXMLLEHWI Bif NPOHUKHEHHS, CTiliKWiA A0 yaapiB i BibpaLili BiANOBiAHO A0 BiMCbKOBUX CTaHAAPTIB,
BOZAOHEMPOHMKHUI | MMN03aXUCHUI (Knac 3axucTy IP67)7

e 3py4yHuit iHTepdeiic
e  OyHKLUIi, SKi NOBHICTIO HANALUITOBYOTLCS

e TakoXx AocTynHa moaenb Managed
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[fonoBHi OcobnmBOCTI

= USB-Hakonu4yyBay 3 anapaTHUM LINQPYBaHHAM
BiICbKOBOIO PiBHS

CepTtudikauis (ouvikyeTbcsl) 3a ctaHgapTom FIPS 140-3
Level 3, anapaTHe wudpyBaHHa XTS-AES 256-bit Ta
BAOCKOHANIeHUIA MikponpoLecop: 3anopyka 6e3neku.
B6ynoBaHuii 3axucT Bia atak BadUSB Ta Brute Force. HoBa
camorepeBipka HakonmM4yyBaya nif Yac 3aBaHTaXEHHS,
3axuCT Bi NeperpiBy Ta nepeHanpyry 3 aBTOMaTUUYHUM
BiIK/IIOYEHHSIM HAKOMMYyBaYa nicnst LOCArHEHHS NMEBHUX
NMOpOroBMX 3Ha4eHb.

s Onuig Multi-Password a9 BigHOBNEHHS AaHUX

AKTMBaUia NaponiB aaMiHiCTpaTopa, KopucTyBaya Ta
OAHOPA30BOro napons Aas BiAHOBMEHHS. AAMiHICTpaTop
MOXe CKMHYTW Naposib KOPUCTyBaya Ta aKkTUByBaTH
0HOPA30BWIA MApOSIb ANS BiAHOBMEHHS AOCTYMY
KOpMCTYBaya A0 AaHUX Y pasi BTpaTu napons Kopuctysaya.

= CknaaHuit naponb abo koaosa dpasa

BunbepiTb pexuM: cknagHuii naponb abo kogosa dpasa.
KopoBoto ¢pa3oto Moxe 6yTu pedeHHs abo Habip cnis,
AKUI NaM’aATaETe nuwe BM — 3aBAOBXKK Big 10 o 128
cumBoriB. CMMBON «OKO» A€ 3Mory 6a4nTy naponb Ans
YHUKHEHHSI MOMW/IOK MiJ Yac MOro BBEAEHHS.

= [lepwa B ranysi onuis ABOX NPUXOBaHUX po34iNis

AZMiHICTpaTOp MOXe€ CTBOPIOBATK ABa NOABIMHMX
MPUXOBaHMX PO34isiv AOBINbHOMO PoO3Mipy ANns
afMiHicTpaTopa Ta KOpUCTYBaya, 3aBAsSKM YOMY NpuxoBaHe
cxoBuLle dalnis 3abe3nevye 3axXuUCT i HEBUAMMICTb AaHWX Y
pa3i cnpobu HecaHKLiOHOBaHOro AOCTYNy A0 HuX. [Ba
NPYXOBaHi PO3A4inn TakoX MOXYTb 3abe3nevyBaTtu
[OAATKOBUIA 3aXUCT Y pasi BUKOPUCTaHHSI NPUCTPOIO Ha
HeHaaiMHuX cucTeMax abo cninbHOi POBOTH i3 HUM.

Maponb AN KPUNTOOUULLEHHS B
KOMMPOMETYOUMX CUTYyaLlisiX

Onuis KpMNTOOUMLLEHHS CTUPAE KoY WKdpPyBaHHS,
Ha3aBXXAW BMAANSE BCi AaHi Ta CKMAAE HanawTyBaHHS
HakonuyyBsaya.

Pexxum «Jlvwie ans YMTaHHS>», NOCTIMHUI YK Ha
NMOTOYHMI CeaHC

Sk agMiHicTpaTop, TaK i KOPUCTYBaY MOXYTb BCTAHOBUTU
pexuMm «Jlvle Ans YMTaHHS» Ha MOTOYHMI ceaHc, Wob
3aXUCTUTK HAaKOMWU4yBay Bif 3/TOBMUCHUX NPOrpaM y
HeHafinHMX cuctemax. Takox aaMiHicTpaTop MoXe
BCTAHOBUTM MOCTINHUIA PeXUM «JlnLLe ANS YNTAHHS», SKUI
3axXMLLAE HAaKOMMYyBaY Bi 3anuncy A0 CKMAAHHS
HanawTyBaHb.

MiLHWI KOpnyC, LLO BiAMOBIAAE HANCYBOPILLUM
cTtaHdapTtaM IronKey

LINHKOBMIN KOPNYC MA€ 3axMUCT Bif, MeXaHiYHUX
MOLIKOPKEHDb, a cneuianbHe enoKCUaHe HanoBHEHHS
3aXULLAE BHYTPILLIHI KOMMOHEHTW Bifi MPOHMKHEHHS.
CepTudikoBaHuii 3a ctaHaapTom MIL-STD-810F ans
BMNPObyBaHb Ha MexaHiyHi yaapw, Bibpauii Ta nagiHHS.
BOﬂ,OHeI'IpOHMKHiCTbl i I'IVIJ'IOHEI'IpOHVIKHiCTbl knacy IP 67.

YHikanbHW 8-3Ha4HWI CepiiHM HOMEp i
LUTPUXKOA,

Lle piweHHs gonomarae 3aolagnTi Yyac: npu BBeAeHHi B
ekcrnnyaTadito abo NoBepHEHHI MPUCTPOIO, @ TaKOX Npw
nposeaeHHi di3nYHOro ayanTy AOCTaTHbO BiACKaHyBaTh
LUTPUXKOA.

lNoBHa nepcoHarnisauis

AKTMBaLjsl, AeakTMBaLis Ta 3MiHa dyHKLUIl i npodinto
Hakonu4yysaya. Mporpama Co-logo.
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TexHIYHI XapaKTepucTukm

CepTtudikauii

IHTepdelic

5 _k
BapiaHTh eMHoCTI
Po3’em

UJBVIAKiCTbB

Mabaputn

BoaoHenpoHUKHICTb/
I'IMJ'IOHEI'IpOHMKHiCTbg

Poboua Temnepatypa
TemnepaTypa 36epiraHHs
CyMicHicTb

BapiaHTn nepcoHanizauii

FIPS 140-3 Level 3
MIL-STD-810F
TAA/CMMC, 3i6paHo B CLLA

USB 3.2 Gen 1

8, 16, 32, 64, 128, 256 i 512 I'B

USB Type-A

USB 3.2 Gen 1

8 — 128 I'b: LWBnakictb yntaHHa — 260 Mb/c, wenakictb 3anucy — 190 Mb/c
256 I'b: LBunakictb untaHHs — 240 Mb/c, wemnakicTb 3anucy — 170 MB/c
512 I'b: WBmnakictb untaHHsa — 310 Mb/c, weunakictb 3anncy — 250 Mb/c

USB 2.0
8 — 512 I'b: Wenakictb untanHs — 30 MB/c, wenakictb 3anucy — 20 Mb/c

77,9 x 21,9 x 12,0 MM

knacy IP67

Bia 0 go +50 °C

Big —20 no +85 °C

USB 3.0/USB 3.1/USB 3.2 Gen 1

D500S: AKkTMBaLis, AeakTMBaLia Ta 3MiHa hyHKLiN Ta npodinto HakonuyysBaya
Jloro
D500SM: 3miHa npodinto Hakonuyysaya. Mporpama Co-logo.
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[apaHTig Ta TexHiYHa nigTpuMKa D500S: 5-piyHa rapaHTis Ta 6€3KOWTOBHA TEXHIYHA NiATPUMKA
D500SM: 2-piyHa rapaHTis Ta 6€3KOWTOBHA TEXHIYHA NiATPMMKaA

CyMicHicTb Windows® 11, 10, macOoS® 11.x — 14.x, Linux'® Kernel 4.4+

Homepu Jetanen

CepiHi HOMEpU HakoMnMn4yyBaYiB

IKD500S/8GB
IKD500S/16GB
IKD500S/32GB
IKD500S/64GB
IKD500S/128GB
IKD500S/256GB

IKD500S/512GB

CepivHi HOMepu Hakonu4yyBadiB Moaeni Managed

IKD500SM/8GB

IKD500SM/16GB
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IKD500SM/32GB
IKD500SM/64GB
IKD500SM/128GB
IKD500SM/256GB

IKD500SM/512GB

306paxkeHHs Tosapy

* YacTuHa 3a3HayeHoi EMHOCTI HaKOMWYyBaya BUKOPUCTOBYETLCA AN MOro popMaTyBaHHs Ta 3abe3neyeHHs iHWnX hyHKLUil, TOMY € HEAOCTYMHO ANs
36epiraHHs gaHux. Tak, hakTUYHO AOCTYNHa Ans 36epiraHHs AaHWX EMHICTb € MEHLUOIO Bif BKasaHoi Ha npoaykTax. JloaaTkoBy iHdopMaLlilo MOXHa oTpuMaTh B
MocibHuky Kingston 3 npucTpois dnew-nam’aTi 3a NOCMAAHHAM..

. O3HaiioMTecs i3 TexHiYHoo cneuudikauieto. MpUCTPili NOBUHEH BUKOPUCTOBYBATUCS Y YUCTOMY Ta CYXOMY BUTAsAAI.

. CepTudikoBaHuit 3a ctaHaapToM MIL-STD-810F ans BunpobyBaHb Ha MexaHiyHi yaapu, Bibpauii Ta nagiHHs.

. Pexxum kopoBoi pasmn He NiaTpMMyeTbCa Ha Linux

. Big fbi.gov: Oregon FBI Tech Tuesday: LiudpoBuit 3axuct 3a gonomoroto naponto, 18 ntotoro 2020 p.

. BipTyanbHa knasiaTypa: MiaTpumye nuwe anrniicbky mosy (CLUA) Ha Microsoft Windows Ta macOS.

. Cepsic SafeConsole kynyeTbcs okpeMo.

. HakonuuyyBay noBMHeH BMKOPWUCTOBYBATUCS Y YNCTOMY Ta CYXOMY BUTNSAI.

. LWBKAKicTb 3anexunTb Bif, anapaTHOro Ta NporpaMHoro 3abesneyeHHs MPUCTPOIO, Ha SIKOMY BUKOPUCTOBYETLCS HAKOMWYyBaY, a TakoX Bif XapakTepy iioro
BMKOPUCTaHHS.

9. CepTudikoBaHW Ha BOAOHENPOHMKHICTb i3 3aKPUTUM KOBMAYkoM 3a cTaHaapToM IEC 60529, oTpumaBLum perTuHr IPX8. MpucTpiii NOBUHEH BUKOPUCTOBYBATUCH
Yy YUCTOMY Ta CyXOMy BUrnsagi.

10. ObMexeHa dyHKUiOHanbHa niaTpUMKa Ha Linux. [JeTanbHy iHdopMauito AvB. y NocibHMKY KopucTyBaya. Jeski aucTpubyTrem Linux BUMaraloTb HasiBHOCTI
NMOBHOBAXX€EHb NpYMBiNeioBaHOro KopuctyBaya (root) Ans HaNEXHOro BUKOHAHHS KoMaHA IronKey y BikHi TepMiHanbHOIO 3aCTOCYHKY.

O NOUL DA WN -

Lielt LOKyMeHT Moxxe 6yTu 3MiHEHO 6e3 nonepeaKeHHs.
%0 ©2024 Kingston Technology Corporation 17600 Newhope Street, Fountain Valley, CA 92708 USA. Yci Toprosi mapku
S68. g 3ape€eCcTpoBaHi TOProBi MapKKM € BAACHICTIO 1X BiANoBigHMX BnacHukis.  MKD-12192023


https://www.kingston.com/flashguide
https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/oregon-fbi-tech-tuesday-building-a-digital-defense-with-passwords

