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O USB Dong san pham Kingston IronKey Keypad 200
FIPS 140-3 cap 3 (Pang chq) vai ché d6 ma hda phan clitng XTS-AES 256 bit

Kingston IronKey  Keypad 200 Ia dong san phadm & USB Type-A va USB Type-C®! ma héa phan ciing, khdng phu thudc HDH,
dudc trang bi ban phim chif va s&, cho phép truy cap bdng ma PIN mét cach dé dang.

KP200 tich hgp ché dd ma héa dua trén phan cliing XTS-AES 256 bit. G nay ciing dudc chitng nhan FIPS 140-3 c&p 3 (Pang
chd) d& mang dén kha ndng bao mat cdp quén sy véi nhitng cai tién ndng cao thém chéat lugng bao vé dit liéu. Mach cua &
dudc phi mdt 18p epoxy dic biét, khién ké gian gan nhu khdng thé théo rdi cac linh kién mdt cach nguyén ven; I18p epoxy
clrng nay gilip ngdn chan cac cudc tdn cong vao thanh phan ban dan. & nay dudc thiét k& dé chng gia mao nhdm canh bao
ngudi str dung. O ciing tich hgp tinh ndng bao vé chdng tdn cdng mat khau Brute Force va bao vé chéng BadUSB béng
firmware cd chi ky s&. Ban phim chif va s& dugc pht mot I8p polymer dé bao vé cac phim va &n viéc st dung phim théng qua
phan tich dau van tay trén cac phim.

Dong san pham KP200 st dung pin sac. Nhd vay, ngudi dung cé thé md khéa 6 trudc ma khdéng can sif dung dén phan mém,
sau d6 cdm vao bt ky thiét bi ndo cé hd trg thiét bi luu trif dung lugng 16n USB Type-A hay USB Type-C. Digu nay gilp ngudi
dung cé thé sir dung vdi su linh hoat t6i da trén nhiéu loai nén tang va hé diéu hanh khac nhau.

VGi tlly chon nhigu m& PIN (Quan tri vién/Ngudi diing), ban phim cé thé dugc str dung dé dat ma PIN gom cd chir va s6 — dé
nhé& nhung khé doédn — cho tai khoan Quan tri vién hodc Ngudi dung. Quan tri vién cd thé khdi phuc ma PIN Ngudi dung va
c8p quyén truy cap 8 khi quén ma PIN Ngudi dung, hodc trong trudng hgp 8 bi khda khi Ngudi dung da st dung hét sb [an
dang nhap toi da la 10 [an. Khi ca hai ma PIN clia Quan tri vién va Ngugi dung déu da dudc kich hoat, KP200 sé khéa ma PIN
Ngugi dung sau 10 lan dang nhap that bai; néu ma PIN Quan tri vién bi nhap sai 10 [an lién ti€p, tinh ndng bao vé chong tan
cdng Brute Force s& xda 6 theo hinh thirc ma hoéa, hly dif liéu vinh vién va dt lai 6.
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& nay ciing cung c&p hai cdp do clia ché do Chi doc (hodc Chdng ghi) — mot ché dd Toan bd do Quan tri vién thiét 1ap va mot
ché& dd chi dung trong phién do Ngudi dung thiét 1ap. Ché& dd Chi doc c6 thé bao vé 6 chdng lai phan mém ddc hai trén cac
hé théng khdng dang tin cdy. Ngoai ra, Quan tri vién ciing cd thé tai ndi dung va thiét 1ap ché& dd Chi doc toan bd d& Ngudi

dung c6 thé truy cap vao nhung khdng thé sira déi dir liéu.

G KP200 véi dung lugng 512 GB va & KP200C véi cac mic dung lugng tif 64 GB dén 512 GB c6 hiéu suét kénh ddi nhanh

choéng.

Bugc chirng nhan FIPS 140-3 cap 3 (bPang chg)
Khong phu thudc HDH/thiét bi
Tly chon nhiéu ma PIN (Quan tri vién va Ngudi dung)

Tuy chon Chi doc toan b6 hoac trong phién

Tinh Nang Chinh

« DPugc chirng nhan FIPS 140-3 cap 3 (Pang chg)

Hién tai, KP200 da dap &rng dugc théng s6 ky thuat bao
mat cap quan su FIPS 140-3 cap 3 mdi do NIST cdng bd.

Day la phién ban nang cap cla thong so6 ky thudt FIPS 140-

2 — cai tién thém kha nang bado mat va chdng gia mao cua
8. Phién ban nay cé ché& dé ma héa XTS-AES 256 bit cling
v@i tinh ndng bao vé chdng tan céng Brute Force va

BadUSB bang firmware c6 chif ky s8. Mach ctia 6 dugc phu

mot I8p epoxy dc biét, khién ké gian gan nhu khéng thé
thdo rd@i cac linh kién mot cach nguyén ven; 16p epoxy
cring nay gilp ngan chan cac cudc tan cong vao thanh
phan ban dan.

s Khong phu thudc vao Hé diéu hanh va thiét bi

KP200 st dung pin sac. Nhd vay, ngudi diing cé thé ding
ban phim d&€ m& khéa & ma khdng can dén bat ky phan

mém nao, sau dé cdm 6 vao bat ky hé théng nao cé hd trg

thiét bi luu trlr dung lugng I16n USB Type-A hay USB Type-
C. Diéu nay gilip ngudi dung cé thé sir dung vdi su linh
hoat t6i da trén nhiéu loai nén tang va hé diéu hanh khac
nhau.

Thong S6 Ky Thuat

Tuy chon nhiéu ma PIN

Ngudi dung c6 thé chon thiét Ip ch& d6 Ngudi dung hodc
Quan tri vién/Ngudi diing. C6 thé sir dung quyén Quan tri
vién dé khdi phuc ma PIN ngudi dung va cip quyén truy
cap 6 khi quén ma PIN ngudi diing, hodc trong trudng hop
8 bi khda khi Ngudi dung da st dung hét s6 [an d&ng nhap
t6i da la 10 [an.

Ché d6 Chi doc (Chong ghi) toan bo va trong
phién

Ca Quan tri vién va Ngudi diing déu cé thé thiét 1ap ché do
Chi doc theo phién d& bao vé 6 chéng lai phan mém doc
hai trén cac hé thong khéng dang tin cay. Quan tri vién
cling cb thé thiét 1ap ché& dd Chi doc toan bd. Trong ché
dd nay, 6 s& & ché& dd Chi doc cho dén khi dat lai.
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C6ng giao tiép
Dbau ndi
2

Cac mirc dung lugng

Téc do°

Kich thudc (tinh ca vo)

Kich thudc (khong tinh vo)

Ch{tng nhan bao mat
Chéng nudc/Chdng buit
Nhiét do hoat dong
Nhiét dé bao quan

Tinh tugng thich

USB 3.2 Thé hé 1

Type-A, Type-C

8 GB, 16 GB, 32 GB, 64 GB, 128 GB, 256 GB, 512 GB

USB 3.2 Thé hé 1

Type-A:

8 GB — 256 GB: Poc 145 MB/gidy, ghi 115 MB/gidy
512 GB: Poc 280 MB/giady, ghi 200 MB/giay
Type-C:

8GB — 32GB: 145MB/gidy doc, 115MB/giy ghi
64GB — 512GB: Doc 280MB/gidy, ghi 200MB/gidy
USB 2.0

8GB: Doc 30MB/giay, ghi 12MB/giay
16GB — 512GB: Doc 30MB/giay, ghi 20MB/giay

80mm x 20mm x 11mm

Type-A: 78mm x 18mm x 8mm
Type-C: 74mm x 18mm x 8mm

FIPS 140-3 cap 3 (Pang chd)

Chitng nhan IP68

0°C dén 50°C

-20°C dén 60°C

USB 3.0/USB 3.1/USB 3.2 Thé hé 1
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Yéu ciu hé thdng t8i thiéu
Bao hanh/ho trg

Tuang thich vai

Phan SO

USB-A
IKKP200/8GB
IKKP200/16GB
IKKP200/32GB
IKKP200/64GB
IKKP200/128GB
IKKP200/256GB

IKKP200/512GB

USB-C

IKKP200C/8GB

Tuan thu theo USB 3.0 va tuang thich 2.0

Bao hanh gidi han 3 ndm, ho trg k§ thuat mién phi

Khong phu thudc HPH: Microsoft Windows®, mac0os®, Linux®, Chrome 0S",
Android " ® ho#c bat ky hé thng nao hd trg & Iuu trir dung lugng 16n USB.
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IKKP200C/16GB
IKKP200C/32GB
IKKP200C/64GB
IKKP200C/128GB
IKKP200C/256GB

IKKP200C/512GB

Hinh Anh San Pham
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Ban phim S&t" Kingston® 200 két hgp Céng nghé Bao mat DataLock® dudc cdp phép tur ClevX, LLC. www.clevx.com/patents

1. USB Type—C® va USB-C® Ia cac nhan hiéu thuong mai da dang ky cua USB Implementers Forum.

2. Mét phan dung lugng dudc liét ké trén thiét bi luu trlr Flash dugc dung d€ dinh dang va chitc néng khac, khdng dung dé luu trir dif liéu. Vi vay, dung lugng thuc té
dé luu trit dif liéu thudng thap hon dung Iugng ghi trén san phdm. D& biét thém thdng tin, vui long truy cap Hudng dén vé Bb nhé Flash clia Kingston.

3. T6c dd co thé thay ddi do phan cling chli, phdn mém va céach st dung.

4. San pham phai sach s& va that kho trudc khi sir dung.

5. Cac hé thdng tuong thich.

TAI LIEU NAY CO THE THAY P8I MA KHONG CAN THONG BAO.
ga\ ©2024 Kingston Technology Far East Corp. (Asia Headquarters) No. 1-5, Li-Hsin Rd. 1, Science Park, Hsin Chu,
% ggs raiwan, Cac nhan hiéu thuong mai da dang ky va cac nhan hiéu thuang mai la tai san clia cac cha sé hitu tuong
ng.  MKD-09232024
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